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“At any given
moment, there is a
certain percentage
of the population
that’s up to no
good.”

J. Edgar Hoover
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Higher Education Frauds Making Headlines

ustbe’ Py cet Woma®
NinO fon on . M
aversity “t’s gh® d Hacy, Vo, Calg | 1S Ne#™ S
unt ‘~eS'\d n - hijgg e Se a ot A
- ” .
© e ehsita| SN =ETE
A S et
ZEE s Stug SN S/ e
2 T Vi -~ '-:::_.::?_:.x 5 Vevs‘w
NI TT e Sa = s
SRS e et s |
ST X -“:';"-s';_._ o W a“'“)\\\‘a “\d“gs o
~e * e e
sy conet’ _-o=tzaes
H R T "-';;'_'-:'_‘.‘:’5;’-"
$1M at University of North '—"’-‘T”-’-‘-":T'";—;.-’:‘f»"*"

Carolina School pf Arts Used étu dent Loan Kickback
for Non-Academic Purposes e

A —  S— - — -
——— - i — " — Tt
g o O S - -
T o o ——— T —— ——g— - o= b T = T trrmn gy ———————
e s e g e B g e e S i g gt £ sl i — S v i o s S — -
S 8 g o e g T ot 2 . g Sy o W — W o . p— — —
C———————— T 101 1 e bt i o o i s e e I —————— — . — i, —(——
- - e et ¢ 2 <2t S S e i e 2 T gy
8 V————— | { —— o — o - RPN — :
e —— — I T T YR T—Trr - - e e

4 Practical Considerations for Managing the Business Risk of Financial Fraud for Higher Education Providers Copyright © 2010 Deloitte Development LLC. All rights reserved.

The Fraud Triangle — Higher Education Organizations

Opportunity
Lack of segregation of Moderate salary levels,
duties due to budget cuts - reluctance to prosecute
" from fear of decreased
fundraising from negative
. publicity

Incentive/Pressure

Fraud Triangle

Attitude/Rationalization

Little oversight including a perception
that everyone is doing it, especially
those at the top

Source: Deloitte: Helping to Prevent University Fraud By: Ron Schwartz, Matthew Larson, and Mary-Jo Kranacher
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Restoring Net Income After a Fraud Loss

A $250,000
fraud loss . . .

Fraud usually reduces net
income on a dollar-for-
dollar basis.

A company with a 10%
profit margin that

2,500,000

Economics of Fraud

experiences a single 2,000,000 o will
$250,000 vendor fraud 1,500,000 require an
would have to generate 1,000,000 additional
an additional $2.5 million | 500000 o Loss
in revenue to restore its 0 in revenue to
net income to pre-fraud mamtam net
levels. B Fraud Loss ®Revenue Income
levels
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The Fraud Environment (cont.)

Methods of Fraud

100 Median Loss

80

$150,000
60

% $375,000
40

20 $2,000,000

0

Financial Statement

Fraud

Corruption

Asset Misappropriation

Note: The sum of percentages in this chart exceed 100% because a number of cases involved

multiple schemes that fell into more than one category.

Source: 2008 Report to the Nation on Occupational Fraud and Abuse © 2008 Association of Certified Fraud Examiners, Inc.
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Financial Fraud: Not-for-Profit Higher Education Entities

Financial Fraud Schemes:

Intentional misclassification:
« A manager intentionally creates inappropriate adjusting journal entries
» An employee intentionally misclassifies an expense as a program cost to hide excess service costs

Improperly reporting endowments, grants and restricted donations:

« An organization applies a full donation to a non-restricted account, when the donor stipulatg
proceeds should be used for a specific purpose

Overstating the value of non-cash gifts:
« Recording non-cash gifts at historical/inflated value vs. fair-value

Compensation Incentives leading to falsification of results

Inappropriate use of discretionary funds
Netting results of fundraising events:

< An entity improperly accounts for a fundraising event by netting event ‘s costs with the event's
proceeds, resulting in a gain of proceeds with no associate event costs

« Artificially inflates the program expense ratio and hides the true cost of raising the funds

Inaccurate application and disbursement of financial aid
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Fraud Example — Notes of a CFO
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Financial Fraud: For-Profit Higher Education Entities

Financial Fraud Schemes:

Revenue recognition
« Recording non-existent revenue

» Recording revenue when contingencies exist
» Recording revenue in an inappropriate period

Reserve manipulation

« Deferring the recognition of expenses that belong in the current
period to future periods by capitalizing them

» Record lower expenses than actually incurred

* Hiding invoices

Improper capitalization leading to falsification of results

« Deferring the recognition of expenses that belong in the current
period to future periods by capitalizing them

« Capitalizing costs that don’t meet GAAP criteria

Intentional misclassification:

« A manager intentionally creates inappropriate adjusting journal

entries
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Most Common Financial Fraud Schemes in For-Profit
Higher Education Providers

Investments Goodwill Aiding and abetting
Manipulation of A/R 2% 2%

2%
3% \ |

Asset misappropriation

3%

Bribery and kickbacks
4%

Manipulation of reserves
7%

Revenue recognition
8%

Manipulation of assets
7%

Manipulation of liabilities
8%

Improper disclosures Manipulation of expense
12% 12%

Source: Deloitte Forensic Center, Ten Things About Financial Statement Fraud — third edition, 2009
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Fraud Example — Improper Accrual
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Higher Education: Non-Financial Fraud Schemes

Fraud Schemes:

Payroll and Expense Schemes
« Inflated Overtime Reporting
« P-card and T&E fraudulent charges
« Paying family members from the university’s payroll account

Theft of Personally Identifiable Information

Student Loan Kickbacks from Loan Providers
Manipulation of recruiting and placement data
Conflicts of Interest

Fictitious Vendors

« Setting up fake vendors to embezzle funds
Corruption (international expansion/partnerships)

Vendor Bid Rigging

 Fraudulently accepting bids from a predetermined vendor
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Risk Mitigation Strategies — You're closer than you think

Ethics and Compliance Antifraud Program &
Program Controls

Code of Conduct

Compliance Polici \ Antifraud Policies
s — —_—

Policies and olicies and Procedures

Procedures

Whistleblower Helpline

Compliance & EthicS «—————— Training & Education ———>  Fraud Awareness

Training - . Training
Hiring and Promotion Standards
Internal Misconduct +—— Investigations ———— > External Fraud
Oversight —-BOD & AC
Compliance

<«—— Enterprise Risk Assessments ——— Fraud Risk
Assessment

Risk Assessment
Incentives & Discipline

ToDetect _  Auditing and Monitoring —» 10 Detect
Non-compliance Criminal Conduct

Evaluate Effectiveness

RegAuIatory < Technology & Metrics » Fraud Detecti.on
Requirements . Data Analysis -
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An Approach to Fraud Risk Management — The Anti-fraud
Roadmap

Evaluate current

Assess, define, Develop a fraud Enhance, Enable Assist in
status and and document action plan based implement, continuous responding to
effectiveness of fraud risks and on findings and and maintain monitoring potential
an organization’s control identify activities preventative and activities through occurrences of
approach to effectiveness that defines next detective control technology and fraud
implementing 5 steps to address activities, which ongoing review
a Establish fraud o " . S
antifraud risk profile by an organization's  mitigate fraud risks activities to alert
programs and analysis of risk antifraud program identified during management of
controls against controls activities assessment potential fraud
Incorporate
findings into
annual fraud risk
assessment
process

Internal Survey

Fraud Risk
Assessment

Fraud
Risk Action
Plan

Fraud
Awareness
Training

Continuous
Monitoring
Tools

Fraud Case
Management
Tools

Diagnosis of

Current Position

Mitigate

Deficiencies
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Objectives Tools/Technologies

Evaluate the current status and effectiveness of a « Survey Tools

company'’s antifraud program and risk assessments - Diagnostic Tools

Activities Deliverables

« Understand organizations’ attitudes and tendencies toward * Survey Analysis
fraudulent activity and reporting

Diagnostic Report

Gather intelligence on existing risk-based programs
currently utilized and how they fit together

Antifraud Process Flow
« Compare risk-based programs and conclusions to risk
assessment tools and technology findings

« Identify process owners and subject matter experts that are
most knowledgeable of risk, conduct interviews and
evaluate against prevailing best practices in the industry
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Evaluate: Key Components of Reducing Fraud Risk

Elements to Understand and Measure:

» Code of Conduct/Ethics

« Ethics Hotline/Whistleblower Program

« Hiring and Promotion

« Information and Communication

* Monitoring

« Oversight by Audit Committee and BOD

« Investigation and Remediation
* Fraud Risk Assessment

« Control Activities
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Approach — Identify

20

Objectives Tools/Technologies
Assess, define and document fraud risks and control « Fraud Risk Assessment Matrix
effectiveness « Antifraud Program Assessment Framework
Activities Deliverables
Identify fraud risk factors at the entity level, significant * Fraud Risk Assessment Report

locations, significant accounts and business process level

Brainstorm specific fraud schemes that could result from

the specific risks identified

Evaluate possible fraud schemes by type, likelihood,
significance and pervasiveness

Link fraud schemes to mitigating controls and identify gaps

Assess overall antifraud program elements against industry

best practices

Practical Considerations for Managing the Business Risk of Financial Fraud for Higher Education Providers
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Identify — Conducting the Fraud Risk Assessment

| | Step

Activities

Output

Identify and evaluate
fraud risk factors

« |dentify fraud risk factors

« Identify account balances and potential
errors related to each fraud risk

« Schedule of fraud risk factors

« Sound knowledge of fraud risk
environment

Identify possible
fraud risks, schemes
& scenarios

« Identify fraud risks
« Identify specific fraud schemes

« Fraud risk register
« Pervasive and specific fraud risks

Assess and prioritize
identified fraud
scenarios

« Analyze the likelihood and significance of
possible fraud schemes

« Inherent Risk Rating (IRR) for fraud
schemes

« Catalog of existing controls

Evaluate whether
existing controls
exist/are effective

« Map fraud schemes to mitigating controls
and evaluate control design and
effectiveness

« Evaluate residual risk of each fraud scheme

« Residual Risk Rating (RRR)
« Heat map/reporting of high risks
« Fraud control gap analysis

Develop risk
treatment, mitigation
and on-going
monitoring
strategies

« Develop action plan to address identified
gaps

« Develop and communicate on-going
monitoring activities for high risk areas

« Fraud control action plan for high risk
areas and/or for those with an
identified gap

21

Source: Health Care Law Monthly July 2009, Key Compliance Concerns for the Generic Pharmaceutical Industry
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Distribution of Top Risk — Prioritization = Value
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i

. Overstating value of
inventory (quantity and/or
value)

. Overstating revenue

. Capitalization of expenses
thathave no future benefit

. Failure to establish
reserves and allowances
foraccounts receivable

. Recording fictitious assets

. Failuretoaccrue for
known or contingent
liabilities

. Failure to recognize other-
than-temporary declines
in the market value of
investments

8. Fraudulentdisbursement

of funds

9. Failure to appropriately

disclose related party
transactions and balances
10.Third party check fraud

w N

~

o

o

~

7
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Identify — Do's and Don’ts of a Fraud Risk Assessment

Pitfalls

Recommendations

Management does not take responsibility for the
FRA

Management should own and have significant
input into the FRA; Educate the Board and
external auditors on the FRA — get their
support/buy-in

The FRA is not risk-based

The FRA should be risk-based

The FRA is too broad

Focus on high risk areas

The planned approach is contrary to the
organizational culture

The planned approach should fit into the
organizational culture — consider a mixed
approach, e.g., interviews and group brainstorms

» The organization does not have the necessary
skill sets to perform the FRA

Hire in the necessary skill sets
(employees/consultants)

» The FRA process does not include the
appropriate people

Consider who should be involved as part of the
planning process — don't just involve a small
group of senior management

* Not systematic and recurring

The FRA should be an on-going process and

recur on a periodic basis

23 Practical Considerations for Managing the Business Risk of Financial Fraud for Higher Education Providers

Copyright © 2010 Deloitte Development LLC. Al rights reserved.

4/26/2010

12



Approach —Action Plan

24

Objectives

Develop a fraud action plan based on findings noted during
evaluation and identification activities that will define next
steps to address antifraud program activities

Activities

Consolidate key results obtained through evaluation and
identification of fraud risks fit into overall initial perceptions

Document strategic approach to respond to prioritized fraud
risks on a global scale which will include a short-term,
medium-term, and long-term action plan

Practical Considerations for Managing the Business Risk of Financial Fraud for Higher Education Providers

Action Plan

Developa fraud
acfion plan based
o indings and

achiies

[ —

s

o RO

A prigEien
achmes

Tools/Technologies

* N/A

Deliverables

* Fraud Risk Assessment Report

Copyright © 2010 Deloitte Development LLC. Al rights reserved

Approach — Mitigate
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Objectives

Enhancing, implementing and maintaining preventative
and detective control activities which mitigate fraud risks
identified during the fraud risk assessment

Activities
Define and document controls to mitigate identified fraud
risks

Establish or enhance preventative and detective controls or
antifraud programs

Communicate programs/practices/policies to employees

Develop and deliver tailored fraud training to employees

Practical Considerations for Managing the Business Risk of Financial Fraud for Higher Education Providers

bt fraud sk
idenified during
ansassment

Tools/Technologies

« N/A

Deliverables

» Customized fraud training content

« Fraud training facilitation

Copyright © 2010 Deloitte Development LLC. Al rights reserved.
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Approach — Monitor

Objectives

Monitor

Eratic
tonfinuous
shcndtonng

achvities trough
[ ————

Tools/Technologies

« Enable continuous monitoring activities through technology « Anomaly detection/data analytics

and ongoing review activities to alert management of
potential fraud. Incorporate findings into annual fraud risk

« FCPA Analytics Tools

assessment process « JEDAR
Activities Deliverables
« Periodically re-evaluate antifraud programs and controls « Data analytics database
« Perform data analysis * FCPArisk analysis

« Implement technology to aid in the continuous monitoring
and detection activities
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Monitor: How does data analytics work?

Expense
Disbursements

Address Verification
Benford's Law

Duplicate Payments
Management Reporting m&
Unexpected Relationships = .
Internal Controls

External ation Scori
Results Database
Scoring: Vendors, Employees, Customers
Fraud Flags +Cost Recovery
«Control Issues Oppprtunities
«Ethics Issues *Policy Gaps
+Waste, Abuse
Copyright © 2006 Deloitte Development LLC. All rights reserved. IRV 04-0757

Accounts
Payable

Shared Elements Testing

Accounts

Receivable

High Risk Focus
SSN testing
Overpayments

Manual & Special Pmts
ustomized Testing

27
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Approach — Respond S

Objectives Tools/Technologies
« Assist in responding to potential occurrences of fraud « Fraud case management tools
Activities Deliverables
« Evaluate responses to fraud and investigate anomalies and « Situation dependant

allegations with a timely and efficient methodology

Report necessary fraudulent incidences

Re-evaluate strategy and antifraud program design to
respond to triggers in the operational environment
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