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Objectives

» Answer the question: “What risks are
other institutions facing?”

» Learn how other institutions are
addressing risks that your institution
may be facing.

» Develop/strengthen your risk
management network.
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Medical College of Georgia
Background

Founded in 1828

More than 2,500 students in five schools:
Medicine, Allied Health Sciences, Dentistry,
Graduate Studies and Nursing

Approximately 5,000 faculty, staff and residents
Total Revenue over $550 million
Total Sponsored Research - $80 million

The MCG Hospital (MCG Health Inc.) is a
separate entity from MCG (the academic center)
within MCG Health System
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MCG Risk Management History

In early 2008, University System of Georgia/Board
of Regents made a big push regarding campus’
top risks for the 2008/09 academic year.

MCG's President charged a small work group
(Legal, Finance, IT, Administration, and
Audit/Compliance) with the objective to come up
with a “risk management” framework. (With little
or no additional resources.)

The work group recommended using a similar
framework used in our compliance initiative and
having OIAC shepherd the initiative as well.
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» Risk and Compliance Oversight
Council, RCOC (formerly the
Compliance Oversight Council, COC)

—Adopted the “Top Risk Factors”
determined by senior management.

—Use of matrix framework — identified senior
responsible administrators, along with
functional (risk) officer(s).
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RISK MANAGEMENT
First Step

* Determine “Top Risk Factors”

—Reviewed and approved by
institution’s senior leadership

—Senior responsible administrators
and functional responsible officer(s)
included in listing
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MCG’S TOP RISK FACTORS

RESPONSIBLE SENIOR
ADMINISTRATOR

RESPONSIBLE FUNCTIONAL OFFICER
OR UNIT

Academic Affairs

Student Placement for Clinical Externship/Rotatiops Bawldstein Roman Cibirka

Student Scholarships - Financial Aid Resources Barry Gatidste Roman Cibirka
Academics/Faculty

Faculty— Retention Barry Goldstein Barry Goldstein, Roman Cibirka

Conflict of Interest/Lack of Disclosure

Andrew Newton

dkaw Newton/Lee Little

Affiliated Entities Issues

MCG/MCGHI/MCGF Affiliation Alignments

Andrew Newton

Anéw Newton

Master Lease Agreement

Andrew Newton

Andrew Newton

Capital Issues

Fundraising (Failure to obtain desired levels)

Betty Maeha

Advancement Team

School of Dentistry Facilities

William Bowes, MicHaksh

William Bowes, Michael Ash, Connie Drisko

School of Medicine Facilities

William Bowes, Michaksh

William Bowes, Michael Ash, Doug Miller

Education Commons

William Bowes, Michael A

h

Williamviges, Michael Ash, Barry Goldsteir

Emergency Preparedness

Emergency Preparedness

Michael Ash

Jimmy Murray

Pandemic Evert-HIN1

Michael Ash

Jimmy Murray

(IHI1) MCG | GEORGIA'S HEALTH SCIENCES UNIVERSITY
N

Medical College of Georgia — Top Risk Factors — FY 20  10/11
Export Control
Export Control | Betty Aldridge | Betty Aldridge, Lee Little
Healthcare Issues
Healthcare Reform Doug Miller Michael Herbert
Healthcare Funding/Reimbursement Doug Miller Michael Herber
Clinical Trials Billing Barry Goldstein Kathy Miles
IT Issues
IT Security (Data Security/System Intrusions) Beth Brigdo Walter Ray
IT Business Continuity/Lack of Availability Beth Brigdon aher Ray
Data Disclosure/Lack of Confidentiality Beth Brigdon WalRay

Leadership Succession

MCG Presidential Search/Interim/Hiring Integration ffea Integration Team
MCGHI CEO Search/Interim/Hiring Integration Team Int@gpn Team
PPG CEO Search/Interim/Hiring Integration Team Intégrefeam

Legislative Relationships

Legislative Relationships

Bryan Ginn

Bryan Ginn, Julielider

Loss of Funding Issues

BOR Formula Funding-Possible Budget Reductigns

William Bowes

seflusflliams

Research- Reduction in Funding Levels

Frank Treiber

Frank Treiber

MCGH]I Supportto MCG

William Bowes

William Bowes

Loss of Funding specific to Cancer Center

Doug Miller

Johtravas
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Malpractice Medical Claims/Liability Insurance Premium Increase

Malpractice Medical Claims/Liability Insurance
Premium Increase

Andrew Newton

Greg Bryan

MCG Expansion

School of Medicine

Doug Miller Rhee Fincher

School of Dentistry

Connie Drisko Connie Drisko and Co.

Public Relations— Image

Public Relations- Image Deb Barshafsky Toni Baker, Julie Kerlin, Jack Evans
Research Issues
Grant and Contract Expenditures Betty Aldridge Betty Aldrjdgemmy Murrell

Human Subject Monitoring

Anthony Mulloy Michelle Christio

Lab Animal Security and Research Monitoring

Betty Alde Nancy Rodriguez

Lab Animal Facilities- Repair and Maintenance

Michael Ash, Betty Aldridge

DavidtBnMancy Rodriguez

ARRA (Stimulus) Funding Monitoring

Betty Aldridge, William

Betty Aldridge, Tammy Murrell, Jim

Bowes Jones

Student and Campus Safety

Student and Campus Safety

Bill McBride, Jimmy Murray, Dale

Michael Ash Hartenburg
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Legend for Ranking Probability of Occurrence and Impacts

Probability of occurrence and impact rankings are not susceptible to precise measurement. The rankings will simply be a "high." "medium”

and "low" standard.

“What is the likelihood of occurrence? The goal of evaluating “probability of occurrence™ is to identify whether there is a realistic chance that
the risk identified would occur with some (high, medium or low) frequency. Frequency levels = Low, less than 30%; Medium. more than

30%, less than 70%: High. more than 70%.

level of risk associated with the respective mipact.

What 1s or are the project/imtiative mmpacts? The goal of evaluating “mmpacts™ 1s to dentufy the type(s) of impact that could occur and the

TMPACTS

Meaningfal impact on MCG s ability fo
achieve its goals and objectives

FINANCIAL
Fines, loss of funding, paying
settlement money or other
monetary loss. What is the
likely financial consequence?

Material to Department
Major departmental property damage
(minor institution-wide)

REPUTATION/MISSION
Harm to MCG's good name
and image. Consider how a
xisk, if realized, would make
MCG look in the newspaper.

Some media exposure

Mild loss of public trust

Mild loss of students

Miunor acereditation issues

External inguiries

Individual program or lab shutdown

Conduct likely to lead to litization

Implementation of additional oversight
from external bodies may occur or
needed

Probability that key administrators.

managers and employees not directly

involved could be disciplined

SAFETY
Harm to individuals. If an
event of noncompliance
occurred, could someone get
hurt and how badiy?

Injuries that require sick leave of time
Injuries that may lead to workman’s
comp claims
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Project/Initiative Title:

Requesting Cabinet Unit:

Sponsor:

DUE DILIGENCE/RISK WORKSHEET

«Co-Sponsor:

Responsible Lead Unit:

Unit Initiative NManager:

Section A: Risk Assessment

Potential Impact Compliance/Control Acti Responsible
R T "
Identified Risk Ocenrence | Finamcial | Repumtion | Safety | Response Description Ri':;;“&?::]
High High High High i
Medimn | Mediun | Mediun | Medium N
N - Accept
Low Low Low Low Traneqer
ransfer
High High High High é“;"i
Medium | Mediun | Medium | Medium ecuce
Low Low Low Low Accept
Transfer
High High High High i
Medimn | Mediun | Mediun | Medium N
y - Accept
Low Low Low Low Traneqer
ransfer
High High High High id
Medinm | Medinm | Medinm | Medinm ecuce
" , Accept
Low Low Low Low Trameqer
ransfer
High High High High ét“'i“::r‘i!
Medimnn | Medium | Medium | Medium N
y - Accept
Low Low Low Low Traneqer
ransfer
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TOP RISKS FOR 2010-2011

Budget Reductions

IT Security

Business Continuity
Disaster/Emergency Preparedness
Research Misconduct

Research Compliance

Student and Campus Safety

» Study Abroad/International Travel
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TOP RISKS, cont.

Export Control

HI TECH — HIPAA

ARRA — Stimulus Reporting
Fraud/Theft

Academic Health Centers — Graduate
Medical Education (Cost and Resident
Slots)

BUDGET REDUCTIONS

» Academic Programs
— Elimination of faculty positions
— Elimination of entire programs
— Accreditation questions
— Effect on Students — Currently enrolled and
new students just accepted
o Administrative Areas

— Reductions in staff (finance, auditing, and/or
compliance areas) resulting in less control
structure(s)




IT SECURITY

Data Disclosure
Mobile devices
Labtops

System Intrusion
Business Continuity

Lack of Availability

RESEARCH COMPLIANCE

Research Misconduct

Conflict of Interest

Grants and Contracts Reporting

Human Subject Monitoring

Lab Animal Security — Research Monitoring

Lab Animal Facilities — Repair and Maintenance
Export Control

ARRA Reporting
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Emergency Preparedness
» Disaster Preparedness

 Pandemic Events (H1N1)

Student and Campus Safety
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Study Abroad/International Travel

HI TECH - HIPAA
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ARRA-Stimulus Reporting

Fraud/Theft
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Academic Health Centers-
Graduate Medical Education
(Cost and Resident Slots)

Questions and Discussion
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Contact Information

Medical College of Georgia
Office of Institutional Audit and Compliance
1120 15" Street
HS-3135
Augusta, GA 30912

Michael W. Hill, CPA, CFE, CCEP
Vice President for Internal Audit, Compliance, and Risk Management

mhill@mcg.edu
706-721-2661

web site: www.mcg.edu/audits
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